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Data Protection Policy

This policy was approved by the PCC on 5th September 2022

Introduction

The protection of personal data is enshrined in UK law, but it is also a moral responsibility
that Holy Trinity Roehampton (HTR) takes seriously. Embedding data protection within
the organisation benefits HTR and all who interact with us, by enabling uniform and
consistent decision making, building a culture of awareness and responsibility, making
personal data management and infrastructure more resilient; and, through transparency
and accountability, instilling trust and confidence in individuals when they provide us with
their data, and ensuring their rights and freedoms are upheld.

HTR will comply with applicable legislation, including:

Data Protection Act 2018

General Data Protection Regulation 2016

Human Rights Act 1998, Article 8

The Common Law Duty of Confidence

Privacy and Electronic Communications Regulations 2003

Privacy and Electronic Communications (EC Directive) (Amendment) Regulations
2011
e otherregulatory requirements and applicable guidance.

Purpose

The purpose of this policy is to set out the relevant legislation and to describe the steps that
HTR takes to comply. It is our policy to ensure that our compliance with the relevant
legislation is clear and demonstrable at all times.

This policy is also intended to provide HTR with measures for ensuring that risks to
individuals through misuse of personal data are minimised, such as:

e personal data being used by unauthorised individuals through poor security or
inappropriate disclosure;

¢ individuals being harmed by decisions made using inaccurate or insufficient data;

¢ individuals being uninformed by lack of transparency leading to unlawful practice;

e the invasion of privacy due to over-collection or over-retention of data.

Personal data is processed according to the following principles:

1. Data is processed lawfully, fairly and in a transparent manner in relation to the data
subject through the provision of clear and transparent privacy notices and
responses to individual rights requests.

2. Datais collected for specified, explicit and legitimate reasons and not further
processed for different reasons incompatible with these purposes.

3. Data is adequate, relevant and not more than is necessary to complete the task for
which it was collected.

4. Datais accurate and up-to-date and reasonable steps will be taken to ensure this.

5. Data is not kept for longer than is necessary to complete the task for which it was
collected.

6. Data is kept secure, with appropriate technical and organisational measures to
protect against unauthorised or illegal processing, or accidental loss.

7. Data transfer outside the European Union will only take place with appropriate
safeguards to protect the rights of individuals.
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HTR requires all those processing personal data on its behalf, including suppliers, partners,
contractors and agents, to act in accordance with this policy. This policy is applicable to and
must be followed by all employees, including agency workers, consultants, contractors and

volunteers.

Definitions
Personal Data - Any information that relates to an identifiable living individual.

Special Categories of Personal Data (also known as sensitive personal data) - Specific types
of data that require additional care being taken when processing. The categories are: race;

ethnic origin; politics; religion; trade union membership; genetics; biometrics (where used
for ID purposes); health; sex life; or sexual orientation.

Data processing — Any activity relating to the collection, recording, organising, structuring,
use, amendment, storage, access, retrieval, transfer, analysis, disclosure, dissemination,
combination, restriction, erasure or disposal of personal data.

Data Protection Impact Assessment (DPIA) - A process designed to help systematically
analyse, identify and minimise the data protection risks of a project or activity.

Register of Processing Activities (ROPA) - A register of all processing activities where
personal data is used.

Data Subject - The individual to whom the data being processed relates.

Data Controller - A body or organisation that makes decisions on how personal data is
being processed.

3rd Party Data Processors - These are parties that process data on behalf of a Data
Controller, they do not have the ability to make any decisions about how the data should be
processed. They must always be designated through a Contract or a Data Processing
Agreement.

Information Asset Register (IAR) — departmental registers listing all personal and non-
personal information assets (bodies of information managed as a single unit), including
information ownership, processing activities, information sharing and retention; which is
risk assessed to ensure appropriate information assurance is established and maintained.

Information Risk Register - a document containing risks to information security, protection
and privacy affecting the organisation and/or individuals, rated for likelihood and impact.

Information Sharing Protocol (ISP) - high-level agreement between Data Controllers
describing the terms and conditions under which they will share personal data.

Information Sharing Agreement (ISA) - An agreement that sets out in detail any
information sharing arrangements between partners who have signed up to an Information
Sharing Protocol.

Data Processing Agreement - Part of a contract of works to be carried out on behalf of a
Data Controller, this sets out the terms under which personal data can be shared and
processed by the processor.

Policy

Policy Statement. Personal data that HTR collects, uses, stores, transfers, shares and
disposes of must be handled in line with the data protection principles listed above in the
“purpose” section of this policy.

Collecting personal data. Data protection legislation requires that the collection and use of
personal data is fair and transparent. If you acquire any personal data related to an
individual (including employees, officer holders, volunteers, suppliers, supporters or other
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external contacts), either directly from the data subject or from a third party, you must do
so in line with the above principles.

If you acquire data in error ie. that you should not have access to, by whatever means, you
must inform the Vicar, who will assess whether the data should be retained and if so
arrange for it to be given to the appropriate individual.

Privacy Notice. Individuals have the right to be informed about the collection and use of
their personal data and HTR will be open and transparent about use of personal data in line
with this policy.

All data processing activities relating to personal data will be done in the context of a
Privacy Notice (Annexe 1) provided to individuals at the time personal data is collected or
significantly amended.

Lawful bases. Personal data must not be used unless you are sure that you have identified
an appropriate lawful reason to use that data. There are six available lawful bases for
processing:

1. Consent: the individual has given clear consent for HTR to process their personal
data for a specific purpose. Consent must be freely given, unambiguous, actively
selected, and easily be withdrawn; giving and withdrawing consent must be
recorded.

2. Contract: the processing is necessary for a contract HTR has with the individual, or
because they have asked us to take specific steps before entering into a contract.

3. Legal obligation: the processing is necessary for HTR to comply with the law (not

including contractual obligations).

Vital interests: the processing is necessary to protect someone’s life.

Public task: the processing is necessary for you to perform a task in the public

interest or for your official functions, and the task or function has a clear basis in

law.

6. Legitimate interest: the processing is necessary for HTR's legitimate interests or the
legitimate interests of a third party unless there is a good reason to protect the
individual’s personal data which overrides those legitimate interests. This basis can
be relied upon:

a. When processing is not required by law but is of benefit to HTR

b. When there is a limited privacy impact on the data subject

c. When the data subject would reasonably expect your processing to take
place

vl

So long as all of the following are true:

a. Processing the data has a specific purpose with a defined benefit
The defined benefit cannot be achieved without processing the data

c. The need to process is balanced against, and does not override, the interests,
rights and freedoms of data subjects

No single basis is 'better’ or more important than the others. There is a duty to decide
which basis is most appropriate depending on your purpose and relationship with the
individual and must state this in your Privacy Notice.

Special categories of data. Processing of special category personal data is prohibited unless
there are two lawful bases to use such data (see above) because special category data is
more sensitive, and so needs more protection.

Additional conditions for special category data. In certain circumstances the Data
Protection Act 2018 imposes additional conditions when processing special category
personal data. This includes when processing is necessary for employment purposes, in
some cases where criminality is involved, or where there substantial public interest at
stake. Where these circumstances obtain, further advice should be sought to ensure
compliance.
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Criminal offence data. This is personal data relating to criminal convictions and offences
(includes criminal allegations), or related security measures. To be lawful, the processing
must meet the conditions specified by the Data Protection Act in order to be authorised
under UK law.

Individual rights. Data protection legislation gives individuals specific rights regarding
their personal data:

1. The right to be informed

2. The right to access

3. The right to rectification

4. The right to erasure

5. The right to restrict processing
6. The right to data portability

7. The right to object

HTR will facilitate individual rights requests and ensure that action is taken within the
legislated timescales.

Storing and disposing of data. When storing or disposing of personal data, all should
ensure that:

e Inso far as you are able, all personal data in your possession is kept secure from
unauthorised access;

¢ You lock physical files containing personal data in a secure cabinet;

e All devices used to handle personal data are password protected and never share
your password with anyone;

e Desks are clear of personal data.

Fact versus Opinion. Comments about any individual that are unfair, untrue or offensive
and that would not be defensible, should not be recorded.

Data Breaches. A personal data breach means the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data. This includes breaches
that are the result of both accidental and deliberate causes. Any such breaches must be
reported to the Vicar who will take whatever action is necessary on behalf of the PCC.
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Annexe 1: Privacy Notice

Our contact details

Name: PCC of Holy Trinity Roehampton

Address: Holy Trinity Vicarage, 7 Ponsonby Road, SW15 4LA
Phone Number: 07525 421 681

E-mail: church@holytrinityroehampton.org

The type of personal information we collect

We currently collect and process the following information:

e names

addresses

email addresses

telephone numbers

information relevant to pastoral care

additional information in relation to marriages (e.g. nationality and marital status)
additional information in relation to baptism and confirmation (e.g. age)

How we get the personal information and why we have it

Most of the personal information we process is provided to us directly by you, either informally,
or through completing a form. We also occasionally receive personal information indirectly,
through informal channels - for example a relative informing the church that somebody is
unwell or in some kind of need.

How we use the information that we have received

to administer membership records

to fundraise and promote the interests of the church

to manage staff and volunteers

to maintain accounts and records (including the processing of gift aid applications)
to inform you of news, events, activities and services

for pastoral reasons

Rarely, we may share this information with other organisations within the Church of England,

for example by informing the diocesan office of the name and contact information of office
holders.

Lawful bases for holding information

Under the UK General Data Protection Regulation (UK GDPR), the lawful bases we rely on for
processing this information are:

(a) Your consent. You are able to remove your consent at any time. You can do this by contacting
the Vicar at the address given above.

(b) We have a contractual obligation.
(c) We have a legal obligation.

(d) We have a vital interest.
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(e) We need it to perform a public task.

(f) We have a legitimate interest.

How we store your personal information

Your information is securely stored either in written records that are in a locked room to
which only named people have access, or in password protected computer files.

We keep personal information only whilst the person concerned continues to have a
connection with the church. Atleast once a year, data is reviewed, and data relating to
those no longer belonging to the church is deleted.

Your data protection rights

Under data protection law, you have rights including:

Your right of access - You have the right to ask us for copies of your personal
information.

Your right to rectification - You have the right to ask us to rectify personal
information you think is inaccurate. You also have the right to ask us to complete
information you think is incomplete.

Your right to erasure - You have the right to ask us to erase your personal
information in certain circumstances.

Your right to restriction of processing - You have the right to ask us to restrict the
processing of your personal information in certain circumstances.

Your right to object to processing - You have the the right to object to the processing
of your personal information in certain circumstances.

Your right to data portability - You have the right to ask that we transfer the
personal information you gave us to another organisation, or to you, in certain
circumstances.

You are not required to pay any charge for exercising your rights. If you make a
request, we have one month to respond to you.

Please contact us at the address given above if you wish to make a request.

How to complain

If you have any concerns about our use of your personal information, you can make a complaint to
us at the address given above. You can also complain to the Information Commissioner’s Office
if you are unhappy with how we have used your data.

Information Commissioner’s Office
Wyecliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Helpline number: 0303 123 1113

ICO website: https://www.ico.org.uk



